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MODELS OF SECURING RESIDENTIAL FACILITIES FROM 
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Abstract: The expansion of terrorism in the world has imposed the need to create effective methods of 

countering modern terrorism. The fight against terrorism is one of the most important factors influencing the 

national security of a country. Due to their character, residential buildings were a frequent target of terrorist 

attacks, which is why it was necessary to create an efficient system of protection of these buildings, because it is 

in the interest of each state that their security is at the highest level. The paper theoretically analyzes different 

models of protection of residential buildings from terrorist attacks and concludes on their effective use. Based on 

the content analysis, it is concluded that the use of modern technical means in combination with the physical 

security of residential buildings can significantly prevent a terrorist attack, but security services still play a key 

role in preventing terrorist attacks on residential buildings in the Republic of Serbia. 
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protection. 

1. INTRODUCTION 

The expansion of terrorism in the world at the end of the twentieth century conditioned the 

need for effective models of the fight against terrorism. The objects of the attack were often 

objects of critical infrastructure, and not infrequently the residential objects themselves. 

Terrorism has evolved over time and has developed modern methods of action. Along with 

the development of terrorism, security forces have also developed in order to successfully 

counter the emerging terrorist challenges, risks and threats. The security situation in the 

immediate vicinity and the support of terrorist organizations in the region indicate that there is 

a real possibility that the Republic of Serbia will be endangered by terrorist activities, both 

directly and through the use of its territory to prepare and carry out terrorist actions in other 

countries. It is necessary to conduct research on the possibility of protecting residential 

buildings from terrorist attacks, because terrorism is a real threat to their security. The 

research should be focused on analyzing the models of technical, physical and combined 

security of residential buildings on the territory of the Republic of Serbia. 

Opposition of the state to certain subversive activities is realized by establishing specialized 

institutions and organizations in order to perform protection functions. Over time, in addition 

to intelligence, counterintelligence, and other security services, security services have also 

emerged that deal with the protection of certain individuals and facilities. 

2. THE CONCEPT OF TERRORISM AND RESIDENTIAL BUILDINGS 

 

The complexity of defining terrorism stems from the multidisciplinary approach to the study 

of this concept. Defining terrorism is also complicated by numerous other factors, such as: a 

large number of intertwined and unclear definitions of terrorism, the demonization of 

terrorism, interests in defining the concept of terrorism, etc. There is a significant number of 

definitions of terrorism by domestic and foreign authors, most of these definitions have 

common terms that more closely define terrorism. Dragan Simeunović defines terrorism as "a 

multidimensional political phenomenon that can be theoretically defined as: a complex form 

of organized group, and less often individual or institutional political violence, marked not 
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only by frightening brachial - physical and psychological, but also by sophisticated - 

technological methods of political struggle. usually in times of political and economic crises, 

and rarely in the conditions of economic and political stability of a society, they 

systematically try to achieve "great goals" in a morbidly spectacular way, inappropriate to the 

given conditions, primarily the social situation and historical possibilities of those who 

practice it as a political strategy. . The socially threatening description of terrorism includes 

the threat of force within intensive psychological propaganda activities, the misuse of the 

Internet for terrorist purposes, kidnappings, blackmail, psychophysical abuse, assassinations, 

sabotages, diversions, suicide attacks, individual and mass political assassinations and 

intentions potential political opponents, and more often over representatives of the system and 

innocent victims. As a form of individual, illegitimate, illegal and non-institutional violence, 

terrorism is always turned against certain institutions of a society, that is, in concretum against 

a state."[19] 

Terrorism can still be defined as an act of political violence which, through its activities and 

actions and various methods of political struggle, aims to achieve its own interests (political, 

ideological or religious) through the use or threat of use of force and other violent activities 

directed at the immediate target. in the social community, they create feelings of insecurity, 

fear and panic, on the basis of which one wants to exert pressure and influence an indirect 

target, which is most often represented by state authorities. [14], [17] 

The term residential buildings has a broad meaning, while in a narrower context it includes 

buildings that are headquarters or used by the highest representatives of state power and 

consular and diplomatic missions.[4] Examples of these facilities are the residence of the 

President of the Republic, the seat of the Government of the Republic of Serbia, the building 

of the National Assembly of the Republic of Serbia, numerous consulates and embassies. [18] 

These facilities have special security protection of various state services, both the army and 

the police, because these facilities are often the object of terrorist action. [1] 

In order to effectively protect these facilities, there are services with the basic task of taking 

measures, actions and procedures to protect residential buildings. In order to raise the 

efficiency of facility protection to the highest level, it is necessary to take operational - 

preventive, intelligence, anti - diversion and physical - technical measures. 

3. SECURITY OF RESIDENTIAL FACILITIES 

 

The organization of security of residential buildings includes planned and synchronized 

activities and the application of measures, actions and procedures for the purpose of security 

protection of buildings. The goal is to completely neutralize and reduce the risk of potential 

security threats to the lowest possible level.[6] Depending on the security assessment, the 

organization of security of residential buildings also depends. 

Services and state authorities that implement the protection of residential buildings, are 

obliged to continuously monitor the sources, forms, activities, indicators aimed at 

endangering them and take measures to prevent adverse events. 

In his work Representation and embassy protection,[10] Janicek classified residential 

buildings in the group of buildings with the highest risk of a terrorist attack, in level IV. In the 

same paper, Janicek classifies and describes different models of facility security. Security 

protection of these facilities is undertaken within the unique protection measures and is a 

synchronized activity of all entities participating in it, where each within its competence 

undertakes appropriate measures, actions and procedures with the task of efficient security of 

residential facilities. 
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The security of residential buildings on the territory of the Republic of Serbia is realized for 

the purpose of: 

 Protection of facilities, devices, equipment, installations and means of transport and 

their immediate surroundings from destruction or damage; 

 Protection of persons staying in the facilities (employees, parties, guests, delegations, 

senior civil servants); 

 Preventing access to the facility by uninvited, undesirable and suspicious persons; 

 Prevention of observation and recording of the facility and its immediate surroundings; 

 Prevention of sabotage and terrorist activities using explosive, flammable, radioactive 

and other dangerous substances; 

 Prevention of installation, ie introduction of eavesdropping devices and devices into the 

facility; 

 Protection against secret or violent intrusion, ie penetration into the building or certain 

rooms in it; 

 Keeping confidential documentation; 

 Realization of unhindered and safe arrival of persons in the facility, ie their departure 

from the facility; 

 Prevention of theft, ie alienation of fixed assets, equipment and other items from the 

facility; 

 Gaining insight and control over the execution of works around the facility, ie in its 

immediate vicinity; 

 Controls of movement and detention of persons in the immediate vicinity of the 

facility; 

 Access controls to the facility; 

 Vehicle parking controls around the facility, ie in its immediate vicinity. 

Intelligence, security and other specialized institutions are the basis of preventive protection 

and most of them act in accordance with clearly defined national security strategies. Expertise 

and efficiency in performing these tasks are the most important factor in achieving security 

protection. A newer field of activity of specialized security services is cooperation with 

certain security services of other countries, in order to fight against all forms of threats, and in 

the interest of general security. 

The basic precondition for achieving a higher level of security protection is, above all, 

harmonization in the planning and implementation of protection, through the coordination of 

all elements in the security system. Functional and quality security protection of facilities of 

importance for defense must consist of multiple interrelated elements: normative-legal 

regulations in the field of security protection of facilities of importance for defense 

(regulations and instructions), harmonization in planning and implementation of protection, 

through coordination of all elements in the system of security protection, organizational 

structure of specialized services for security and constant improvement of personnel and 

technical working conditions of specialized services.[12] Based on all the above, it is 

concluded that the security protection of residential buildings is a complex task for specialized 

security services. 

Facilities are provided in accordance with the law and regulations. Based on regulations, 

current security situation and security assessment of the threat to residential buildings, a 

special plan of security measures is prepared for each building, which is a key document in 

the process of preparation and implementation of all activities related to security. 
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The development and adoption of a plan of security measures for residential buildings is 

carried out by the competent security service with the approval of the governing body. The 

general plan of security [15] measures consists of: assessment of the security situation on the 

endangerment of the facility (contains all security information relevant to the protection of the 

facility and persons in it, is the most important segment of any plan because is to monitor the 

current situation in real time, physical security measures (internal and external security), with 

elaborated procedures of security bodies in different situations, measures of preventive and 

technical protection (against diversion protection, protection from secret or violent intrusion 

into the facility, protection measures from fire), sanitary - technical, biological and chemical 

security measures, scheme of the facility to be secured, ie areas under security protection at 

defined critical points, plan for protection of the facility and persons in the facility in crisis 

situations (attack on the facility, fire, flood, earthquake, epidemic, etc.)[7] Plans for security 

measures are made for all facilities that are provided and are constantly analyzed and 

supplemented.[13] 

Based on the plan of security measures, the most efficient model of securing facilities is 

defined, based on when preconditions are created for efficient protection of facilities from all 

types of security challenges, risks and threats, primarily for protection against terrorist 

activities aimed at residential facilities in Serbia. 

4. MODELS OF SECURING RESIDENTIAL FACILITIES FROM TERRORIST 

ACTIVITIES 

Security protection of facilities represents the scope of competencies, rights and duties of 

security entities of a state provided by legal regulations, which carry out measures, actions 

and procedures in order to ensure the highest level of protection of certain facilities, ie 

represents the entire activity that prevents and suppresses endangerment - threats to certain 

objects being protected.[12] Depending on the assessment of the security threat to a certain 

facility, the model of securing it also depends. Based on the plan of security measures, the 

most efficient model of facility protection is applied. Security protection measures, [20]  
where each of these measures alone or in combination with one or more of them represents a 

model of securing residential buildings, are: 

 - counter-intelligence protection measures; 

 - preventive and security measures; 

 - preventive technical protection measures; 

 - physical and technical protection measures: 

 - preventive medical protection measures. 
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Picture 1. Security protection measures of residential buildings 

Model 1. Counterintelligence protection of residential buildings is a set of measures, 

procedures and activities that are undertaken with the aim of preventing the occurrence of an 

adverse event, which relates to the security of buildings and persons in the building. Counter-

intelligence protection measures include: /1/ detection of indicators and timely disabling of 

terrorist, extremist, intelligence and other subversive activities of foreign intelligence services, 

organizations and persons aimed at endangering "facilities"; - participation in the assessment, 

proposing, prescribing and implementation of counter-intelligence protection measures, as 

well as in their harmonization with security protection measures; /2/ application of anti-

eavesdropping protection measures; /3/ performing security checks at the request of the head 

of the security protection facility, for persons who are hired, appointed or assigned to jobs and 

jobs that are protected by counterintelligence; /4/ realization of counter-intelligence protection 

of jobs and jobs in cooperation with the manager of security protection facilities. 

Model 2. Preventive - security measures represent: /1/ preparation of security assessment of 

the state of endangerment of security protection facilities, in cooperation with other security 

services and the manager of the security protection facility; /2/ providing professional 

assistance in determining the manner of keeping and using secret data and documents and /3/ 

protection of confidential communications. 

Model 3. Measures of preventive and technical protection consist of a set of measures, 

actions, procedures and activities undertaken for the purpose of: /1/ detection and removal of 

mines, flammable, radioactive and other dangerous substances; /2/ establishment and 

elimination of technical malfunctions on devices and installations; /3/ prevention of secret or 

forced entry into facilities and premises and /4/ functioning of a protected communication 

system. It must be borne in mind that the physical and technical measures for the protection of 

classified data and information are part of general and special measures for the protection of 

objects and confidentiality of data taken to prevent damage, ie measures relating to physical 

and technical security of classified data and foreign classified information, security of persons 

and objects of special importance. [8] 

Model 4. Physical and technical measures for the protection of facilities [11] of special 

importance for defense and classified information include[12], [20]: /1/ physical protection of 

certain facilities that a person uses constantly or occasionally; /2/ determining the favorable 
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location of the premises where secret data and information are processed within the building, 

ie where it is necessary to take into account the position of the floor, side of the world, 

distance of transmission line, gas pipeline, harmful gas emissions from the factory, type of 

installations in the building, and fig. /3/ protection of sensitive rooms and facilities with bars, 

special locks (electronic and cipher locks), wire fences, registration and security service, /4/ 

installation of alarm devices and video surveillance in particularly important rooms, /5/ 

protection of rooms and buildings from fires, floods, explosions, civil unrest, /6/ introduction 

of identification cards for employees; /7/ measures of protection against compromising 

electromagnetic radiation (ACER) /8/ measures of protection of classified data, and /9/ 

quality, control of correctness and regular servicing of technical means used in the process of 

data and information processing. 

Model 5. Physical protection of residential buildings implies the use of human resources as 

the inner and outer perimeter of the protected building, [2] the distribution of forces and 

resources that will enable complete visual control of the protected building and the immediate 

environment. [9] Internal security is security that is located inside the facility, while external 

physical security is located outside the secured facility. Subjects of physical security can be 

members of various state and security services, the Ministry of the Interior, the Serbian Army, 

the Security and Information Agency, but also, depending on the facility itself, members of 

private companies [5] specialized in providing physical security services. [16] In recent years, 

it has become increasingly common in the world that the provision of significant residential 

buildings is performed by specialized private companies instead of state bodies. [3] 

Model 6. Technical protection measures represent a significant and indispensable segment of 

security protection of residential buildings, which significantly contribute to raising the level 

of security of buildings, and without which it is not possible to organize effective security 

protection of residential buildings. Technical protection measures include the use of modern 

technical means within the organized and planned activities of members of the facility 

security service, within which, depending on the characteristics of the facility, technical 

protection means are used. The most commonly used means for technical protection of the 

facility are: video surveillance cameras, motion sensors, thermal imaging cameras, alarm 

systems, passage registration and access control systems, protective lighting, means of 

communication, metal detectors, drones (using different types of sensors and cameras 

necessary for effective protection of buildings), etc. 

Model 7. Based on the content analysis, it is concluded that the most effective model of 

protection of a protected object is a model consisting of preventive measures for protection of 

objects (counterintelligence protection, preventive - security measures, measures of 

preventive technical protection) and physical - technical protection (physical protection, 

technical protection, physical - technical protection), in combination with several different 

technical protection systems. The conclusion was reached on the basis of the characteristics of 

providing facilities to each of the above models individually. 

5. CONCLUSION 

Creating effective models of the fight against terrorism is one of the main tasks of every state 

and is one of the most important factors influencing the national security of the state. The 

paper presents various theoretical models of protection of residential buildings from terrorist 

attacks. Based on the content analysis and comparative analysis of the mentioned models, it 

was concluded that the most efficient model of protection of residential buildings from 

terrorist activities is model 7, which is a combination of preventive and physical-technical 

measures for protection of residential buildings. The stated system of protection represents a 
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sufficiently efficient model of protection of residential buildings from terrorist activities, but it 

does not exclude the possibility of terrorist actions on the protected building. 

The continuation of the research should be directed towards the analysis of the technical 

protection system of buildings and the selection of the most efficient system or combination 

of technical protection systems, in order to find the most efficient models of technical 

protection of residential buildings in the Republic of Serbia. 
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