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ANALYSIS OF THE PREVALENCE OF LESSONS ON MONITORING 

THE RISK OF NEGATIVE SEO ATTACKS AND THE PROPER 

DEFENSE IN SEO COURSES 
Tanja Krunić1 

Abstract:This paper deals with a dark phenomenon in the field of search engine optimization - Negative SEO. A 

brief explanation of negative SEO and possible consequences are given. In addition, an analysis of 68 SEO 

courses worldwide is conducted in order to realize how the topic of negative SEO risks and appropriatelydefense 

methodsare covered. The obtained results show that this topic is not well covered in SEO courses. Hence the 

need of including topics of monitoring the risks of negative SEO attacks in SEO courses for IT students. 
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1. INTRODUCTION 

Search engine optimization (SEO) is a very important issue in web design. It is a process 

of improving website quality in order to achieve a better ranking in web browsers. Such a 

process consists of designing, coding, programming and scripting (SEO basics and 

importance, 2019). Roughly speaking, a well optimized web site should have a set of carefully 

chosen keywords closely related to the purpose of the website implemented all over the 

HTML code: in the title, in the headings, in paragraphs, in image alt attributes, in the meta 

description tag, in anchor text, etc. It also should be responsive, which means that its content 

should be properly displayed on mobile phones, and the loading speed should be optimized, 

too. The web site should also contain social network share buttons, (Dean, 2019) in order to 

promote its content. This part of SEO is known as on-page SEO. Another important part of 

SEO is off-page SEO which involves developing a link building strategy. Some of the most 

popular linkbuildingtechniques are guest posting, testimonial writings, and answeringpeople’s 

questions at websites like Quora, (Dean, 2018). One could easy conclude that working on 

SEO increases the web site quality. In fact, if it is so, then we are speaking about white hat 

SEO.According to (Hurley Hall, 2019), white hat SEO focuses on web site visitors first, and 

search engine second. White hat SEO is a long term approach of web site optimization. Since 

white hat SEO includes only steps to be taken in order to increase the web site quality, there 

are no risks of being penalized by Google. On the other hand, black hat SEO is performed in 

order to trick search engine bots and to misuse weaknesses in their algorithms. It is a way to 

obtain a high rank in a short time, but carries a high risk of being penalized by Google. A 

Google penalty can be a significantly decrement of ranking, or at worst, the penalized web 

site can be excluded from the search results, (WebFX, 2019).  Google changes the search 

engine algorithms from time to time. Newer versions are able to recognize black hat SEO 

techniques that worked in the past and to penalize web sites using them. The most common 

black hat SEO techniques are keyword stuffing, cloaking, using duplicate content, link 

pharming and article spinning, (Wordstream, 2019). Unfortunately, even if one never 

usesblack hat SEO, there is still an ability to be penalized. Any website can be a victim of a 

negative SEO attack.Negative SEO uses off-page black hat SEO techniques such as creating 

duplicate content and link pharming on other people’s' websites, in order to decrease their 

ranking.  
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 In section 2, a brief description of negative SEO techniques is provided and steps to be 

taken in order to protect your web site. Section 3 shows an analysis of 68 SEO courses 

worldwide conducted in order to find out how well the topic of negative SEO is covered in 

SEO courses.. 

2. NEGATIVE SEO AN APPROPRIATE DEFENCE 

2.1. Negative SEO attacks and its consequences 

Negative SEO is a process of using Black Hat SEO tactics on other websites with the aim   

to get them penalized by Google, (SEO Pressor, 2019). Mostly, the motive for doing Negative 

SEO is to devastate competitor's web site. The main problem of a Negative SEO attack is the 

fact that one does not realize the attack immediately, since the effect cannot be seen directly. 

It takes time to realize that the web site loses ranking, or even don't appear in Google search 

results. Google claims that negative SEO attacks are rare, (Search engine round table, 2013). 

On the other hand, (Site Care, 2019) claims that there are more than 15.000 people willing to 

work on negative SEOfor a small amount of money, and that there are many negativeSEO 

forums where people talk about their negative SEO attack success. (NeilPatel, 2019) claims 

that there are 58.700.000 search results for the phrase „Negative SEO“. For the purpose of 

this this paper, a very similar result is obtained: 48.300.000 search results on this topic, Figure 

1. So one can conclude that monitoring the risk of a Negative SEO attack is definitely an 

activity webmasters should perform continuously. 

 

Figure 1- The number of search results for the phrase „negative SEO“ 

According to (Neilpatel, 2019), some of the most commonly used Negative SEO 

techniques are building a huge amount of spammy backlinks to the victim’s website, mostly 

using key words with low reputation  like “poker online” and copying the victim’s 

content and distributing it over the internet. In addition, running fake social networks for 

ruining the competitor’s reputation and copying the website content and publishing it on 

other websites can also be a part of a Negative SEO strategy.A short list of Negative SEO 

attack risk monitoring and defense steps is listed below. 

2.2. Monitoring Negative SEO attack risk and defense steps 

A short list of Negative SEO attack risk monitoring and defense steps recommended in 

(Neilpatel, 2019) is listed below. First off all, one can use the Google webmaster tool (Google 

search console, 2019) to obtain alerts in case of penalties and malware attacks. Another very 

useful tool is (Monitor backlinks, 2019). This tool can show new backlinks (Figure 2), as well 

asall backlinks (Figure 3). A webmaster should carefully analyze new backlinks, and if any 

backlinks looksuspicious, as the shown at Figure 3,, to disavow them. The disavow tool 

discounts the value of any backlink. On that way, one can prevent of being penalized for 

having spammy links.  Figure 4 shows how to copy the suspicious URL and to find the 

appropriate hosting usingWhoIsHostingThis tool, (WhoIsHostngThis, 2019).  Before 
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disavowing the backlink, one can ask the hosting provider to remove the toxic backlink.  

Figure 5 shows the disavowedsuspicious link, whereas Figure 6 shows the disavow list.  

 

Figure 2- New backlinks at Monitorbacklinks tool 

 

 

 

Figure 3- A backlink that seems suspicious at Monitorbacklinks 

 

 



The 15thInternational conference  

Risk and safety engineering Kopaonik,16.-18. January, 2020. 
 

244 

 

 

Figure 4 Discovering the hosting of the suspicious backlink 

 

 

Figure 5 - The suspicious backlink is disavowed 

 

 

Figure 6- The disavow list at Monitorbacklinks tool  

 

To secure a website from a duplicate content attack, one can use the Copyscape tool 

(Copyscape, 2019). On that way one can realize if the website content is copied and used 

elsewhere, Figure 7. If one finds stolen content on another website, one can try to contact the 

hosting provider to fix the problem. 
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Figure 7 – Discovering duplicate content 

The Mention tool, (Mention, 2019) can be used to check your mentions at social 

networks, Figure 8, in order to find out if someone is trying to ruin your online reputation. If 

so, one can contact the social network support. 

 

Figure 8-Using Mention tool 

At the end, a good way to check if the web site is spammed is to check the load speed 

with one of the free tools like pingdom, (pingdom,2019), Figure 9, or gtmetrix (gtmetrix, 

2019). 

 

Figure 9 – Checking the web site loading speed with pingdom tool 

3. SEO COURSE ANALYIS 

In order to realize if topics on Negative SEO are well covered in SEO courses, an analysis 

of 50 SEO courses worldwide is conducted. This analysis includes university courses, 
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informal courses and tutorials. The SEO course web sites were chosen in the chronological 

order as they appear in Google search results for the term “SEO Course Syllabus”, Figure 10.  

 

Figure 10- Finding SEO course syllabuses 

The analysis consisted in browsing the list of the course topics in order to find topics on 

negative SEO and negative SEOdefense. Off course,synonyms of these terms were 

considered, too. Note that this analysis has a small limitation: There is a possibility that some 

of these courses have topics on Negative SEO, but they were not listed in the website course 

specification. 

The sample size for the survey was calculated using the Sample size calculator tool, 

(Qualtrics). As one can see from Figure 10, there were 1680000 results in Goggle for the 

search term “SEO Course Syllabus”. Of course, the number of appropriate websites is 

significantly lower, since there are always duplicate web pages in the search engine results, 

and many websites appearing in the search results are not relevant. But for the purpose of this 

survey, the number 1680000 is taken to be the Population Size. The margin error is taken to 

be 10%, whereas the Confidence level is set to 90%. This is how the sample size of 68 is 

obtained. 

 

Figure 11-Sample size calculator, (Qualtrics, 2019) 

Figure 12 shows the Excel file with the data about the SEO course topics.  The obtained 

results indicate that only 6/68 SEO courses have listed Negative SEO topics at their web site. 

This is only 8.8% of allanalyses SEO courses. But, only 3/68, i.e. 4.4% have listed Negative 

SEO defense topics, Figure 13. 
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Figure 12 –Excel file with SEO course topics data  

 

Figure 13: Results of the SEO course analysis 

Figure 14 shows the syllabuses of SEO courses which include topics on negative SEO 

and defense, (CLST training, 2019),  (Annica data driven digital marketing, 2019),   (Yoast 

SEO training for everyone, 2019). 

 

 

Figure 14 – Negative SEO and appropriate defensetopics on SEO courses 

4. CONSLUSION 

As one can conclude from the given SEO course topics analysis, Negative SEO topics are 

not well covered in SEO courses. Being aware of the possibility of being a victim of a 

negative SEO attack is very important, taking into account the consequences a website can 

face. Being excluded from the search list or loose the ranking can have a very negative impact 

on business. This was a motivation for creating a new lecture including topics on Negative 
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SEO and Negative SEO defense for IT students in the Higher Technical Education School of 

Professional Studies in Novi Sad. In the last year of study, in the winter semester, IT and web 

design students learn about SEO in the subject Web communications. Starting the year 

2019/20, new topics about negative SEO and the appropriate defenseare included, too. They 

include techniques listed in Section 2. 
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